
SmartCheck
A security risk assessment  
tool for Consultants

SmartCheck allows the easy provision of cyber security risk assessments 
and other services with or without the need to undertake site visits.

It automatically measures 12 key controls that align to the defensive 
Prevention, Containment and Recovery sequence.

Easy to install and use, it quickly interrogates IT systems to measure and 
report on the effectiveness of key security controls.

Benefits 

  �Quick delivery and 
revenue, through 
automated risk 
assessments 

  �Benchmarks clients 
against 12 controls, 
based on NCSC advice

  �Quantitative reports 
based on all relevant 
data in minutes 

  �Maximised value-added 
service opportunities 

SmartCheck allows 
consultants and service 
providers to expand and 
optimise their ability to 
provide cyber security 
assessments, ransomware 
readiness reviews and a 
range of other audit services 
through the use of a simple 
automated cyber security 
risk assessment tool.
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  How does it work?
SmartCheck is a desktop application that equips consultants to 
offer ransomware readiness assessments, provide remediation ‘to 
do' lists and deliver technical and executive focused risk reports. 
It delivers quantitative metrics and security control status reports 
without the need for extensive time on-site, travel and lengthy 
information gathering.

  What is it based on?
SmartCheck aligns with the primary guidance from NCSC and NIST:

NCSC Mitigating malware and ransomware attacks

NIST IR 8374 Ransomware guidance framework 

https://www.huntsmansecurity.com/
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://csrc.nist.gov/CSRC/media/Publications/nistir/draft/documents/NIST.IR.8374-preliminary-draft.pdf
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  Why should you adopt it?
The key features for consultants and service 
providers are:

•  �Quickly identify vulnerabilities and configuration 
issues to generate a ‘to-do’ list for clients or 
consultants that advises on performance analysis 
and remediation actions

•  �Measures and reports on ransomware readiness, 
for managers and directors – to support 
governance & risk management processes

•  �Supports profitable revenue generation and 
specific follow-on activities to improve client’s 
security posture

•  �Opens new opportunities for cost-effective and 
innovative security services

  How to use it?
SmartCheck can be used by the consultant or client; 
and managed on-premise or remotely.

It expands the reach of consultants by delivering 
verifiable technical results that can equip your 
consultants to offer risk reporting services without 
needing additional specialist staff.
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It examines your client’s existing security controls 
to provide clear and informative cyber security risk 
reports that highlight any weaknesses and inform of 
any necessary improvements in policy and security 
posture. The reports enable consultants to work with 
their client through a structured remediation and 
uplift program.

SmartCheck means that consultancies can easily 
scale their resources across multiple sites and 
geographies - and remotely consolidate multiple 
inputs to achieve a single and comprehensive risk 
assessment report.

SmartCheck provides excellent value-add with high fidelity control and risk 
information for minimal effort and expense

huntsmansecurity.com
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Want to find out more?

Contact Us 

Request a Demo

Request a demo of SmartCheck.

Or contact us to talk to one of our team today.

https://www.huntsmansecurity.com/
https://www.huntsmansecurity.com/
https://www.huntsmansecurity.com/company/contact-us/
https://www.huntsmansecurity.com/products/smartcheck-for-ransomware-service-providers/#form-15

