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MANAGING 
cyber risk 
insurance
Do you know the right 
questions to ask?

https://www.huntsmansecurity.com/
https://www.huntsmansecurity.com/


 �Are you aware of the tightening 
industry requirements in obtaining 
cyber insurance this year?

As ransomware and cyber risk increase, Huntsman Security helps you address 
additional cyber insurance industry requirements for insurance renewals, with an 
Insurance Renewal Initial Report driven by one of the following applications:

�  �Visualise & measure 
the cyber risk controls 
that will affect your 
insurance premiums and 
eligibility for cover

�  �Understand your 
cyber posture  
with a data-driven 
application designed 
to measure your cyber 
resilience

�  �Use these changing 
insurance requirements 
to improve your security 
controls and maintain your 
access to insurance as a risk 
management option 

Managing cyber risk insurance

  

Cyber-risk management markers:

 Essential 8 Auditor
On-demand cyber vulnerability  
& maturity assessment

Benchmarked against the Australian  
Cyber Security Centre's (ACSC) Essential 
Eight controls [from $7,500]

 �SmartCheck
Measure your cyber risk

Cyber maturity metrics benchmarked against 
12 cyber security safeguards and aligned with 
guidelines from: the UK’s National Cyber Security 
Centre (NCSC), and the US Department of 
Commerce’s National Institute of Standards  
& Technology (NIST) [from £7,500].

https://www.huntsmansecurity.com/
https://www.huntsmansecurity.com/blog/managing-cyber-risk-insurance/ 
https://www.huntsmansecurity.com/products/essential-8-auditor/
https://www.huntsmansecurity.com/products/smartcheck-for-ransomware/
https://www.huntsmansecurity.com/products/smartcheck-for-ransomware/
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Included with both options are configuration support, 
interpretation of the Insurance Renewal Initial Report, on-
going access to resilience reports, an explanation of the ‘to-
do’ remediation list, and the ability to regularly ‘Re-Audit’ your 
environment for 12-months.

Huntsman Security also offers an optional 30 minute Risk 
Team/Executive & Board cyber education session, for their 
ongoing understanding of their cyber risk.

Huntsman Security’s benchmarking and alignment against 
the global standards of ACSC, NCSC and NIST enables 
data-driven cyber security oversight for organisations 
and departments, protecting your IT assets, systems and 
sensitive information on-site and in remote locations, across 
on-premise, cloud-based and hybrid IT environments.  
It provides the ability to identify security vulnerabilities  
across your entire organisation, inform your in-house team 
with a check-list of gaps for remediation, and then regularly  
re-audit your environment to maintain and validate your 
cyber posture and your re-insurance readiness.

Anticipating and adapting to these ongoing changes in 
cyber insurance eligibility and coverage is important for 
any organisation that prioritises cyber insurance as a risk-
control, and also supports Management and Directors in 
fulfilling informed oversight activities.  

Want to find out more?
For more information, download the  
following resources: 

  �Top 10 Questions about Cyber Security 
Management

  �The growing importance of risk controls

  �Essential Eight: Beyond endpoint control

  �Activating UK NCSC & US NIST 
Guidelines: Beyond Endpoint Control 

  �Cyber Gap Measurement & Evidence –  
The New Standard of Quantifiable 
Internal Assessment 

  �Systematic measurement of cyber 
controls for continued insurance cover

  �  �Informed oversight of  
risk involves the board 
being satisfied that cyber 
risks are adequately 
addressed by the risk 
management framework  
of the organisation. 

	� Important controls include 
ensuring the organisation 
has appropriate safeguards 
in place against malicious 
cyber activities, and that 
recovery capabilities are 
adequate   

       	� Source: 'Key Questions for an 
organisation's board of directors' 
Australian Securities & Investment 
Commission (ASIC)  
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https://www.huntsmansecurity.com/resources/?topic=insurance
https://www.huntsmansecurity.com/resources/?topic=insurance
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  �How to improve your access to  
Cyber Insurance & Reinsurance

By activating either the Essential 8 Auditor or the SmartCheck software application, you 
will also receive on-demand cyber vulnerability & maturity assessment, to measure your 
security compliance against the ACSC's Essential Eight framework or against NCSC & NIST 
guidelines as often as you need, for the next 12-months.

Protect your IT assets, systems and sensitive information on-site and in remote 
locations, across on-premise, cloud-based and hybrid IT environments.

Activate an Insurance Renewal Initial 
Report via your chosen software 
application (Essential 8 Auditor  
or SmartCheck). This will provide you with 
an initial cyber security assessment + ongoing 
reporting and alerts.

Review your Insurance Renewal Initial 
Report (benchmarked against the ACSC 
Essential Eight or NCSC & NIST guidelines). The 
report will alert you to any gaps or issues, so that 
your in-house ICT team can remediate using the 
‘to do list’ provided.

Once remediation activities have been completed 
(if required), a final pre-insurance report can be 
easily generated to quantify and validate your 
compliance against the ACSC Essential Eight 
framework or NCSC & NIST guidelines.  
This report will contain the artefacts 
needed to approach insurers and 
support qualification for cyber  
insurance coverage.

Provide this report to your insurer as 
quantifiable verification of your cyber 
posture, to support your risk assessment, 
access to cyber cover, and to agree on the best 
insurance terms for your organisation.

Should you ever need it, use your Essential 8 Auditor 
or SmartCheck reports (generated throughout the 
year by your team) to demonstrate ongoing cyber risk 
management, to improve your resilience, and verify 
proof of claim.

Changes to cyber insurance prerequisites means you 
need to commence your internal insurance 
renewal conversations 2-3 months before 
the renew-date on your current policy.  
When discussing your cyber cover needs, consider the 
coming year based on any changes to services, staff, 
sites, structure, sensitive data held, contracts that may 
be contingent on cyber maturity reporting, and your 
risk profile.
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Want to find out more? 

Or contact your local Huntsman Security office (listed below) to talk to  
one of our team today.

   Contact Us 

twitter.com/Tier3huntsman

Huntsman | Tier-3 Pty Ltd

Asia Pacific

t: +61 2 9419 3200 

e: info@huntsmansecurity.com

Level 2,  

11 Help Street 

Chatswood NSW 2067

EMEA

t: +44 845 222 2010 

e: ukinfo@huntsmansecurity.com

7-10 Adam Street,  

Strand 

London WC2N 6AA

North Asia

t: +81 3 5953 8430

e: info@huntsmansecurity.com

GINZA EAST SQUARE 4F 

3-12-7 Kyobashi Chuoku, Tokyo 

Japan 104-003

linkedin.com/company/tier-3-pty-ltdhuntsmansecurity.com

 About Huntsman Security
Since 1999, Huntsman Security has been on the cutting-edge of cyber security software 
development, serving some of the most sensitive and secure intelligence, defence and 
criminal justice environments in the world.
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